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CHAPTER
ONE

PLUGIN GUIDE

1.1 LDAP plugin for Fuel

This plugin extends Mirantis OpenStack functionality by adding LDAP support. It allows to use an existing LDAP
server as authentication backend for Keystone. Enabling this plugin means that all users except system users will be
authenticated against the configured LDAP server.

Please note that Fuel will not validate the settings, e.g. by attempting to connect to the LDAP server.

1.1.1 Requirements

Requirement Version/Comment
Fuel 8.0
Pre-configured LDAP server

LDAP server should be pre-deployed and be accessible via Public network from Controller nodes.

1.2 Release notes / Changelog

2.0.0

* Support of multi-domains

* Compatibility with MOS 8.0
1.0.0

¢ This is the first release of the plugin

1.3 LDAP plugin limitations

1. LDAP plugin has the following limitations:
* Installation of LDAP plugin before deployment only;
 Fuel will not validate the settings, e.g., by attempting to connect to the LDAP server;

¢ In multidomain configuration the attributes of the first domain are filled in the web form, whereas the
attributes of other domains are filled in one field;

* The settings of domains determined in “List of additional Domains” field will not be validated;
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1.4 Installation Guide

1.4.1 Installing LDAP plugin

To install LDAP plugin, follow these steps:
1. Download the plugin from the Fuel Plugins Catalog.

2. Copy the plugin on an already installed Fuel Master node (SSH can be used for that). If you do not have the
Fuel Master node yet, see Quick Start Guide:

# scp ldap-2.0-2.0.0-1.noarch.rpm root@<Fuel_Master_ IP>:/tmp

3. Log into the Fuel Master node. Install the plugin:

# cd /tmp
# fuel plugins --install ldap-2.0-2.0.0-1.noarch.rpm

4. Check if the plugin was installed successfully

# fuel plugins
id | name | version | package_version

5. MU-1 (Maintenance Update) should be installed to provide proper work of keystone providers ith domains
during deployment process.

1.5 Configuring LDAP plugin

1. Create a new OpenStack environment to use an existing LDAP server as authentication backend for Keystone.
For more information about environment creation, see Mirantis OpenStack User Guide.

2. Open Settings tab of the Fuel Web U], scroll the page down and select the LDAP plugin for Keystone checkbox:
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https://www.mirantis.com/products/openstack-drivers-and-plugins/fuel-plugins/
http://docs.openstack.org/developer/fuel-docs/userdocs/fuel-install-guide/install/install_install_fuel_master_node.html
https://docs.mirantis.com/openstack/fuel/fuel-8.0/maintenance-updates.html#maintenance-updates-for-mirantis-openstack-8-0
http://docs.openstack.org/developer/fuel-docs/userdocs/fuel-user-guide/create-environment.html
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Specify domain name, LDAP URL, LDAP suffix:
+ LDAP plugin for Keystone

Versions # 200

Domain name mirantis.tld Name of the Keystone domain
LDAP URL Idap://172.18.196.224 URL for connecting to the LDAP server.
LDAP Suffix de=mirantis,dc=tld LDAP server suffix.

Enable TLS use and put certificate if it is needed:

v UseTLS
Enable TLS for communicating with the LDAP server.

CA Chain BEGIN CERTIFICATE—-
MIIDRzCCAf+gAwIBAgIEVuklzDANBgkqhkiGOwWOBAQSFADATMREWDWYDVQQDEwWh
t
aXJhbnRpczAeFwOxNjAzMTYwOTIlyMjBaFw0yNjAzZMTQwOTIyM]BaMBMxXETAPBgN
v
BAMTCG1pcmFudGlzMIIBUJANBgkghkiGOWOBAQEFAAOCATEAMIIBOgKCATEALVH|
m7qqoTp8XtUNYIn1sQQK12bUTCKGo2Qdq8KCVFodnX8trAW7YNpMyyZ/eaKmkA
J
1Ta/5)I5j6KDJh2v2)wmwVZLYz6hXZraaNEZvaSe/N0a71s6C3l020VyKPXSePgO
Agmv5DOYQLYGVBccVHVQ|0s//Q3Q88+KuMykGQO0I2LBo2z6cBrjDEkds+W34YeP
2ZQ2iFwWT1GBcuog4CysFHAIOCYO40]UDNIM+UPSEXOP+4f0T1]KbNGP7YnXyxm9d
/RPbIN8PDcgloa3FamFKW3kkwMtbfcggM8HKPcNHbLerXYQ3vqUmIKCOPH27x7K9
BnOTHo8hTalDhMfpjgFfruyvtnOyXMwfAaxXxtvCjz8AIFSdLZIF/QFr/+81PM6
REIKMQpIn/UDWG1SAQIDAQABoOMwWQTAPBENVHRMBATSEETADAQH/MABGATU
dDwEB
WQFAWMHBAAWHQYDVROOBBYEFH5Q4yw2+u170/e1+Z5c0Z4WPa|MADGCSqGS
Ib3
DQEBCWUAA4IBMQCRPexLKa5nQV02VbGErSiRIkSWMDSy|7ygbKZvKH3QM2d48tn
£
1/1tgqIPWP5HbI1zCLXdVwQgFjaz+fluGINZ5sqz+AB+avoKXoxVVwTp1b7vo34u
bfKP42ECZAAMBIgsS/RW2F26970QIgdy8koeFsMXFL/DHHmM/pEK7AZrJUISANCEQ
rpQ5ngdk6UYCcRAetScccbpkzewnxixVy4JHcmdHcOCpBGdCzD++QbTIruz8ssgo
Q7A4gCh]Nx/FApghrCeDS6tRIVB1qONwy4GsPzo/6QuDHAKzUBsz19yRm|MiXCBU
KivmZtsndZ5Ce/1KVIOC|f]Z6MpDE+OCegAsiD1MGeiBUINKT3g2PpZBMHBPI5EK
smMYTjyC1AGUSMThafponlifnRNurZSeUsGK

CA trust chain in PEM fermat.

Specify LDAP user, password and other settings:

1.5. Configuring LDAP plugin 6
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LDAP User cn=admin,dc=mirantis,dc=tld User BindDN to query the LDAP server.

LDAP User Password reen o® Password for the BindDN to query the LDAP server.

The LDAP scope for gueries, this can be either "one”

LDAP Query Scope — {onelevel/singleLevel) or "sub” (subtreefwholeSubtree).
Users Tree DN dc=mirantis,dc=tld Search base for users.

User Filter LDAP search filter for users.

User Object Class inetOrgPerson LDAP objectclass for users.

User ID Attribute cn LDAP attribute mapped to user id.

User Name Attribute sn LDAP attribute mapped to user name.

User Password Attribute userPassword LDAP attribute mapped to password.

User Enabled/Disabled
Attribute

enabled LDAP attribute mapped to enabled/disabled.

To use LDAP groups provide settings for it:

Groups Tree DN de=mirantis,dc=tld Search base for groups.

Group Filter LDAP search filter for groups.

Group Object Class groupOfNames LDAP objectclass for groups.

Group 1D Attribute cn LDAP attribute mapped to group id.
Group Name Attribute cn LDAP attribute mapped to group name.
Group Member Attribute member LDAP attribute that maps user to group.
Group description Attribute description LDAP attribute mapped to description.

Fields description:

1.5. Configuring LDAP plugin 7
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Field Comment

Domain name Name of the Keystone domain.

LDAP URL URL for connecting to the LDAP server.

LDAP Suffix LDAP server suffix.

Use TLS Enable TLS for communicating with the LDAP server.
CA Chain CA trust chain in PEM format.

LDAP User User BindDN to query the LDAP server.

LDAP User Password for the BindDN to query the LDAP server.
Password

LDAP Query Scope

The LDAP scope for queries, this can be either “one”
(onelevel/singleLevel) or “sub” (subtree/wholeSubtree).

Users Tree DN Search base for users.

User Filter LDAP search filter for users.

User Object Class LDAP objectclass for users.

User ID Attribute LDAP attribute mapped to user id.

User Name Attribute

LDAP attribute mapped to user name.

User Password

LDAP attribute mapped to password.

Attribute

User LDAP attribute mapped to enabled/disabled.
Enabled/Disabled

Attribute

Groups Tree DN Search base for groups.

Group Filter LDAP search filter for groups.

Group Object Class LDAP objectclass for groups.

Group ID Attribute LDAP attribute mapped to group id.
Group Name LDAP attribute mapped to group name.
Attribute

Group Member LDAP attribute that maps user to group.
Attribute

Group description
Attribute

LDAP attribute mapped to description.

List of additional
Domains

Blocks of additional domains/parameters that should be created.

4. To deploy an environment with support of multiple domains ‘List of additional Domains’ text area should be
used. All needed parameters that describes a domain should be copied there, all parameters form a block of
parameters.

1.5. Configuring LDAP plugin 8
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List of additional Domains domain=ldap225 -
password=1111
group_id_attribute=cn
user_filter=
user_allow_update=False
group_filter=
user_allow_delete=False
group_member_attribute=member
group_objectclass=groupOfames
group_tree_dn=dc=mirantis,dc=tld
query_scope=sub
suffix=dc=mirantis,dc=tld
group_name_attribute=cn
user_tree_dn=dc=mirantis,dc=tld
group_desc_attribute=description
url=ldap/f172.18.196.224
user_allow_create=False
user_id_attribute=cn
user_pass_attribute=userPassword
tis_cacertdir=/fetc/sslfcerts
group_allow_delete=False
group_allow_create=False
user=cn=admin,dc=mirantis,dc=tld
user_enabled_attribute=enabled
use_tls=True
user_objectclass=inetOrgPerson
group_allow_update=False
user_name_attribute=sn
ca_chain=——-BEGIN CERTIFICATE-——
MIIDRzCCAf+gAwIBAZIEVUkIzDANBgkghkiG9wlBAQSFADATMREWDWYDNVQQDE
whit
axlnbnRpczAeFwlxNjAzMTYwWOThyM]BaFwlyNjazMTOwO TiyMjBaMBEM=ETAPB
NV
BAMTCG1 pcmFudGlzMIIBUjANBgkg hkiGSwWOBAQEFAAOCATEAMIIBOgKCATEAL
wH]
m7qlqoTp8XtUNYin1sQQK1 2bUTCKGo2QdqBKCVFodnXBr AWTYNpMyyZ/eak
mikA)
1Ta/S/15j6 KD h2v2wmwyZLYzehXZraaNEZvase/NDa71s6 3io2oVyKPXSePg0
AgmvsSDOYQLyGVBCoVHVQj0s//Q3Q88+ KuMykGQO0I 2L Bo2z6cBriDEkds+W34Y
ep
220 2IPwT1GEcuog4CysFHAIOCY 040 ) UDNim+ U PSEXOP+4f0T1 JKbNGPTYnXyxm
ad
/RPbiNEPDcgloa3F4mPKW3kkWhtbfcggMEHKPCNHBLerXYQ3vgUmIKCOPH2 7x
TKS
BnOTHo8hTalDhMfpjgFfruywiniyXMwiaax i CjzBAIFSdLZIF/QFr/+j81PME
REIKmMOQpIn/UDWG15AQIDAQABo MW TAPBENYHRMEBATBEBTADAQH/MABGA
1UdDwEE
S FAWMHBAAWHOYDVROOBBYEFHSQdyw2+u1 70/e 1 +IZ5c07 4WPa] MADGCS
qGSIb3
DQEBCwUAAYBMOCRPexLKaSnOV02VbGErSiRIkSWMD Sy] FygbKIvKHEQM2d4
Btnf
1M1 tgglPwP5HBI zCLXdVwQgFaz+luGINZSsqz+AB+avIKXoxVVwTplb7vo3du
bfKP42ECzAAMBIgsS/AW2F26970QIgdyBkoeFsMxFL/IDHHMYpEKTAZrUISANCE
Q
rpQ5ngdkeUYCcRAetScoobpkzewnxindVyd|HomdHo0CpBGA CzD++ Qb TiruzBs5q0
Q7A4gChlNw/FApghrCeDS6tRIVET gONwy4GsPzo/6QuDHAKzUBSz 1 SyRm|MiXC
BU
KivmZtsndZ5Ce/ 1 KVIO jZ6MpDE+OCeghsiD1 MGeiBUSnKT3g2PpZBMHEPSS
EK
smMYTyC1 AGUSMThafpSniifnRNurZ5elSGK
——-EMND CERTIFICATE——- ¥

Q\

Created
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To add multiple domains such block of parameters should be added to ‘List of additional Domains’ text area
and these blocks should be separated by empty line.

5. Continue with environment configuration and deploy it; for instructions, see Mirantis OpenStack User Guide.

6. After successfull environment deployment log into dashboard in default domain:

- Jpenstack

MIRANTIS DASHBOARD

Domain

default

User Name

admin

Password

Connect

7. Go to Identity -> Domains, select needed domain and ‘Set Domain Context” for the domain:

~ OpenStack

5 Default - admin

Project Domains
o, ———
€ ] Idap226 - ab95f41579¢f466593163955b150887d Yes Set Domain Context | ~
1.5. Configuring LDAP plugin 10
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s OpenStack

efau admi & admin v
A SR
Project - mirantis.tld: Domains
Aamin .
a || +ocncoonan [ cesomancanen | worociors =
aentiy .
([ Name Description Domain ID Enabled Actions
Domais
() mirantis.tid - 78099cfde5d14904a36cb73fa308e759 Yes Manage Members | v
Project
e

8. Go to Identity -> Projects and select ‘Create Project’ to create a new project for the domain and add user
members to the project:

Create Project

Project Information * | Project Members  Project Groups  Quota*
DomainID | 78099cfde5d14904a36ch73/a308e750
Domain Name | miranis.tid
Name® | mirantis.td_project

Description

Enabled

[V Create Project

Create Project
Project nformation * | Project Members | Project Groups  Quota *

AllUsers Project Members.
No users found. demo.
demo3

demo2

[V Create Project

1.6 User Guide

1. After successful deployment, all users from the LDAP directory matching the configured filter criteria can

authenticate against Keystone. To validate the configuration, log into the Horizon dashboard using LDAP cre-
dentials:

1.6. User Guide 1
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N 0OpenStack

MIRANTIS DASHBOARD

Domain

mirantis.tid

User Name

demo

Password

®

1.7 LDAP plugin validation

1. To validate that LDAP plugin is successfully applied after deployment:
* Log into Horizon using domain/user credentials from LDAP server;
* Create an instance;
Expecting results:
* All LDAP users can authenticate via Keystone;

* An instance is successfully created;

1.7. LDAP plugin validation 12
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1.8 Troubleshooting

1.8.1 Checking presence of LDAP domain/users

To get a list of domains in keystone run the following command on Controller node:

’OSiIDE,\JTITYiAPZi'v’ RSION=3 OS_AUTH_URL='<http://192.168.0.2:5000/v3/>" openstack domain iist

To get a list of users in a domain run the following command on Controller node:

OS_IDENTITY API VERSION=3 OS_AUTH URL='<http://192.168.0.2:5000/v3/>" openstack user list —--quiet -

where 'http://192.168.0.2:5000/v3/" is internal keystone url.

1.8.2 Checking LDAP server availability

To check LDAP server availability run the following command on Controller node:

‘ldapsearch -H ldap://<url/ip_address> —-x -b dc=<ldap>,dc=<suffix>

1.8.3 LDAP plugin log files

As LDAP plugin only updates keystone configuration files to check keystone service, these files keep logs:
/var/log/apache2/keystone_wsgi_admin_access.log

/var/log/apache2/keystone_wsgi_admin_error.log

/var/log/apache2/keystone_wsgi_main_access.log

/var/log/apache2/keystone_wsgi_main_error.log

1.9 Appendix

1.9.1 Links

* Mirantis OpenStack Documentation Center

* Fuel Plugins Catalog

1.8. Troubleshooting 13
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